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IC 4-22-2.1-5 Statement Concerning Rules Affecting Small Businesses
Description of the Rule

This rule is being promulgated to provide guidance regarding the duties imposed under IC 24-4.9-3-3.5(c),
which requires data base owners to "implement and maintain reasonable procedures, including taking any
appropriate corrective action, to protect and safeguard from unlawful use or disclosure any personal information
of Indiana residents collected or maintained by the data base owner."

The purpose of the rule is to encourage companies to enact measures to protect Hoosiers. It provides a safe
harbor from possible action by the Office of the Attorney General (OAG) for companies that follow industry
standards. Cyber-attacks are the fastest growing crime in the United States. While attacks will happen,
companies need to take proactive measures to make it harder for would be hackers to harm Hoosiers. This rule
aligns incentives so that Hoosiers are protected, and companies know how the OAG will determine whether a
company took reasonable actions to protect Hoosiers' data. Companies that follow the steps in the rule will not be
subject to action by OAG.

Economic Impact on Small Businesses
1. Estimate of the number of small businesses, classified by industry sector, that will be subject to the
proposed rule.

IC 5-28-2-6 defines a small business as a business entity that satisfies the following requirements:
(1) On at least fifty percent (50%) of the working days of the business entity occurring during the proceeding
calendar year, the business entity employed not more than one hundred fifty (150) employees.
(2) The majority of the employees of the business entity work in Indiana.

The rule applies to any entity that maintains electronic personal information. It would apply to most small
businesses. It is not known how many of these maintain electronic personal information. Those that do are
already subject to the requirements of IC 24-4.9-3-3.5. The rule does not bring any additional businesses into the
scope of the statute.

2. Estimate of the average annual reporting, record keeping, and other administrative costs that small
businesses will incur to comply with the proposed rule.

There will be no additional reporting, record keeping, or other administrative costs beyond those already
incurred by data base owners complying with the statutory mandate of IC 24-4.9-3-3.5(c). The rule clarifies that
data base owners must verify that they have complied with the statutory mandate to take corrective action, but it
does not impose additional reporting requirements.

3. Estimate of the total annual economic impact that compliance with the proposed rule will have on all
small businesses subject to the rule.

There will be no additional cost to comply with the rule, but taking appropriate steps to implement and
maintain reasonable procedures can help businesses avoid catastrophic losses in the event of a data breach
incident.

4. Statement justifying any requirement or cost that is imposed on small businesses by the rule; and not
expressly required by the statute authorizing the agency to adopt the rule; or any other state or federal
law.

There are no requirements or costs imposed on small businesses by the rule other than those set out in
statute. The rule creates certainty for small businesses by providing guidance for complying with the statute.

5. Regulatory Flexibility Analysis
Other factors considered:
A. Establishment of less stringent compliance or reporting requirements for small businesses.

The rule defines the requirements of the statute according to recognized industry and federal standards.
B. Establishment of less stringent schedules or deadlines for compliance or reporting requirements
for small businesses.

The rule defines the requirements of the statute according to recognized industry and federal standards.
C. Consolidation or simplification of compliance or reporting requirements for small businesses.

The rule defines the requirements of the statute according to recognized industry and federal standards.
D. Establishment of performance standards for small businesses instead of design or operational
standards imposed on other regulated entities by the rule.
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The rule defines the requirements of the statute according to recognized industry and federal standards.
E. Exemption of small businesses from part or all of the requirements or costs imposed by the rule.

The rule defines the requirements of the statute according to recognized industry and federal standards.
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